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The rapid proliferation of digital video across domains such as healthcare,
surveillance, and communications has increased the demand for secure and
efficient video encryption techniques. However, video data presents unique
challenges, including large data volume and high spatial-temporal correlation,
which limit the effectiveness and efficiency of conventional encryption
approaches, particularly in real-time scenarios. In this context, the objective
of this study is to evaluate the feasibility of a chaos-based video encryption in
achieving both strong cryptographic security and acceptable computational
performance. To accomplish this, the proposed scheme is tested through two
controlled experiments. The evaluation focuses on cryptographic strength
using the Number of Pixel Change Rate (NPCR) to measure sensitivity to
minor input changes, the Unified Average Changing Intensity (UACI) to
quantify average pixel intensity variation, and Shannon entropy to assess the
randomness of the encrypted frames. In parallel, computational performance
is analyzed through encryption time and throughput. The procedure involves
frame extraction from video, followed by preprocessing to reduce pixel
correlation, and subsequent application of the chaos-based encryption
algorithm on a per-frame basis. The results from both experiments show
NPCR values exceeding 99.5% and encrypted frame entropy of approximately
7.74 bits/pixel, indicating strong resistance to differential attacks and near-
optimal randomness. However, the observed throughput of 0.07-0.09 frames
per second highlights a limitation in meeting real-time processing
requirements. These findings suggest that while the proposed scheme is
cryptographically robust and suitable for offline or batch-processing
applications.
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1. INTRODUCTION

The proliferation of digital video content across streaming platforms, video conferencing systems,
surveillance networks, and mobile applications has created an urgent demand for robust encryption
mechanisms [1]. Video data, by its nature, is substantially more voluminous and structurally correlated than
generic binary data, presenting unique challenges for cryptographic systems [2]. A single minute of
uncompressed 1080p video at 30 frames per second may require over 3 gigabytes of storage, making real-time
encryption computationally demanding [3]. Furthermore, the redundancy inherent in video streams, where
consecutive frames often share 70-90% of their pixel content makes conventional encryption schemes
susceptible to pattern-recognition attacks [4], [5].Traditional block ciphers such as AES, while theoretically
secure against many attack vectors, suffer from two critical limitations: (1) performance penalties when applied
to real-time video streams [6], and (2) failure to fully obscure the high correlation inherent in video data without
additional preprocessing [7]. Statistical attacks exploit predictable distributions within ciphertext to infer
plaintext characteristics or key information [8]. When applied to video content, these attacks leverage temporal
and spatial correlations between frames and regions [9]. Differential attacks measure how small changes in the
plaintext propagate through the cipher to produce changes in the ciphertext, using the relationship between
plaintext-ciphertext pairs to deduce cryptographic keys [10]. To address these limitations, specialized
encryption approaches are required that can simultaneously handle the performance demands of real-time video
processing while effectively disrupting the correlations that make video data vulnerable to statistical and
differential attacks [11].

Chaotic dynamical systems have emerged as a compelling paradigm for cryptographic key generation
due to their sensitivity to initial conditions, ergodicity, topological mixing properties, and pseudo-randomness
[12]. A chaotic system initialized with slightly differing parameters will produce exponentially divergent
trajectories, a property known as the butterfly effect making the generated sequences practically impossible to
predict without precise knowledge of the initial conditions and system parameters [13]. However, individual
chaotic maps often exhibit limited key space, periodic windows, and correlation artifacts that can be exploited
by adversaries [14], [15]. Single-map systems may also degenerate to limit cycles or fixed points for certain
parameter values, reducing the effective entropy of the keystream [16].

The Multi-Chaotic Map Cascade (MCMC) architecture addresses these limitations by composing
multiple distinct chaotic maps in series [17]. MCMC also passed the randomness test, resulting in high
performance and satisfied all random test [18]. Not only that, MCMC also benefits many security applications,
by leveraging its high susceptibility of the core analog circuit to inevitable noise [19]. The output of one
chaotic system serves as the input to the next, creating a compound system with dramatically expanded state
space and complexity [20]. This cascading approach disrupts the periodic windows of individual maps,
enhances the uniformity of the keystream distribution, and provides multiple layers of sensitivity to initial
conditions, substantially raising the cryptanalytic effort required to break the system [21], [22].

This research pursues the following primary objectives: (1) to design and implement a cascaded multi-
chaotic encryption algorithm for video content using Logistic, Tent, and Henon map combinations; (2) to
evaluate the encryption performance across standard video resolutions of 480p, 720p, and 1080p; (3) to
quantify resistance against statistical and differential attacks using established cryptographic metrics; and (4)
to compare the proposed MCMC scheme against existing approaches including AES-CBC video encryption
and single-chaotic-map schemes. The scope of this research is confined to software-based implementation on
commodity hardware and does not address hardware accelerator optimization or compressed-domain
encryption. The remainder of this paper is organized as follows. Chapter 2 presents the theoretical foundation
of the chaotic maps employed, details the MCMC encryption algorithm, and describes the experimental setup.
Chapter 3 reports quantitative results across all tested resolutions and compares findings with benchmark
methods. Chapter 4 provides an analytical discussion of the results, addresses limitations, and proposes
directions for future research. Chapter 5 concludes the paper with a summary of contributions and practical
implications.

2. METHOD

The design of a cryptographically sound video encryption system requires both a rigorous theoretical
foundation and a carefully controlled experimental methodology. This chapter begins by establishing the
mathematical properties of the individual chaotic maps that form the building blocks of the proposed system,
then describes how these maps are composed into the cascade architecture and translated into a concrete
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encryption algorithm as illustrated in Figure 1. The subsequent sections detail the hardware and software
environment in which the algorithm was evaluated, and define the quantitative criteria against which its security
and performance are measured.

Phase 2: Permutation Phase 3: XOR with
E ted
(MCMC sequence and keystream n\jzzoe
Pixel scrambling) K(n) from MCMC

Figure 1. Proposed video encryption stages

Theoretical Framework of Chaotic Maps

Chaos theory provides the mathematical underpinning of the proposed encryption scheme. A
dynamical system is considered chaotic when it is sensitive to initial conditions (Lyapunov exponent > 0),
topologically mixing, and possesses dense periodic orbits [23]. The MCMC scheme employs three maps
chosen for their complementary characteristics [24]. Logistic Map: The logistic map is defined by the
recurrence relation [25] as in equation (1). For x(0) € (0,1),r € (3.57,4], the logistic map exhibits fully
chaotic behavior with a positive Lyapunov exponent as in equation (2). Its simplicity makes it computationally
efficient, but its one-dimensional state space limits the achievable key complexity when used in isolation [25].
For u € (0,2], the tent map exhibits maximum chaos with a uniform invariant measure, producing sequences
with near-ideal statistical properties [26] as in equation (3). Its piecewise linear structure provides excellent
mixing properties complementary to the smooth nonlinearity of the logistic map. The Henon map operates in
two-dimensional phase space, incorporating the y-state from the previous iteration to produce the next x-value
[27] as in equation (4). This interdependence creates longer memory and richer correlation structure than one-
dimensional maps, and at the canonical parameters a = 1.4,b = 0.3 it exhibits a strange attractor with
Hausdorff dimension approximately 1.26 [27].

x(n+ 1) =r-x(n)- [1—-xn)] (1)
_ u-x(n) ifx(n) < 0.5 (2)

X(n+1) = {y (1 =x(n) ifx(n) =05
x(n+ 1) =1-a-x*(n) +y(n) (3)
yn+1)=b-x(n) (4)

Multi-Chaotic Map Cascade Architecture

The MCMC architecture chains the three maps in series as follows. Let K =
{ky,ky, k3, k4, ks, ke, k- } be the 224-bit secret key, partitioned into seven sub-keys [28]. The initial conditions
are derived as in equation (5) until equation (7). The cascade operation for iteration n is [29] as in equation (8)
until equation (12). & ; denotes floating-point XOR mixing operation [29]. The final keystream byte at position
n is derived as [30]. This compound generation ensures that each keystream byte depends on the full trajectory
history of all three maps, making reverse-engineering computationally infeasible [30].

xL(0)=%,rL=3.57+%-0.43 (5)
k k
xT(O)=2—332,/1T=1.0+2% (6)
k k

%0 (0) = 5 v (0) = 75 7
xy(n+1)=r-x0)-[1-x0)] (8)

xr(n+1) = frent(x,(n + 1) Of xr(n), ur) (9)
xym+ 1) =1-14:(xy(n+ 1)+ x5z (M)? + yy(n) (10)
yy(n+1) =03 -x5(n) (11)

K(n) = floor[(x,(n+ 1) + x;(n + 1) + xz(n + 1)) - 28] mod 256 (12)

(13)
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Encryption Algorithm

The complete video encryption procedure consists of three main phases applied to an input video
Vwith resolution W X Hat Fframes per second. The algorithm processes the video sequentially on a frame-by-
frame basis to ensure both spatial and temporal security across all frames. In the first phase, Frame
Decomposition, each frame I¢ for f =1, ..., Fis extracted from the video stream and converted from the RGB
color space into YCbCr format [31]. Operating in YCbCr rather than RGB takes advantage of the perceptual
distinction between luminance (Y) and chrominance (Cb and Cr) components [32]. This transformation reduces
inter-channel correlation and improves the effectiveness of subsequent encryption stages, particularly for
visually sensitive data [33]. The second phase, Permutation (Confusion), performs spatial scrambling of pixel
positions [34]. For each frame containing W X Hpixels, a Markov Chain Monte Carlo process generates a real-
valued sequence P = {p;, Pz, -, Pwn} [35]. The pixels are then rearranged according to the ascending sort
order of this sequence [36]. Importantly, this operation alters only the spatial positions of pixels without
modifying their intensity values [37]. As a result, strong positional correlation inherent in natural images is
effectively disrupted [38].

The third phase, Substitution (Diffusion), enhances security by modifying pixel values [39]. The
permuted pixel array is XORed byte-by-byte with a keystream K (n)generated by the same MCMC mechanism
[40]. This diffusion process ensures that even a slight change in the plaintext propagates widely across the
ciphertext, resulting in high NPCR and UACI metrics [41]. The encryption operation[42] is defined as in
equation (13). While decryption follows the exact inverse procedure [42]. Using identical initial conditions,
the keystream is regenerated, the XOR substitution is reversed, and the inverse permutation is applied based
on the same MCMC-derived sorting order, thereby perfectly reconstructing the original video [43], [44].

C(J) = Prermuea (L)) @ K(),n=(f = 1) - W -H+i-W+]. (13)

Experimental Setup

Experiments were conducted on a workstation equipped with an Intel Core i7-11700K processor
(3.6 GHz, 8 cores), 32 GB DDR4 RAM, and Ubuntu 22.04 LTS. The algorithm was implemented in Python
3.10 using NumPy 1.24 for vectorized operations. No GPU acceleration was employed in order to establish a
conservative performance baseline representative of software-only deployment. Test videos were selected from
the pexels.com uncompressed video corpus, comprising content with diverse motion characteristics: a low-
motion documentary clip (Picking a Card), a high-motion sports clip (Fencing), and a mixed-motion urban
crowd (Crowded City Center). Each test video was processed at three resolutions: 480p (854x480), 720p
(1280%720), and 1080p (1920x1080). All videos were 30 seconds in duration at 30 fps, providing 900 frames
per test. Performance was evaluated across six primary metrics: (1) NPCR and UACI for differential attack
resistance; (2) pixel correlation coefficients in horizontal, vertical, and diagonal directions for statistical
analysis; (3) information entropy of the encrypted frames; (4) histogram uniformity via chi-square test; (5) key
sensitivity measured by bit error rate (BER) when a single key bit is flipped; and (6) encryption throughput in
MB/s as illustrated in Table 1.

Table 1. Experimental configuration summary

Parameter Value
Processor Intel Xeon ES-2690v4 @ 2.3GHz
RAM 25 GB DDR4-3200
Operating System Ubuntu 22.04 LTS
Language / Version Python 3.10 + NumPy 1.24
Test Resolutions 480p (854x480), 720p (1280%720), 1080p (1920x1080)
Video Duration 30 seconds @ 30 fps (900 frames)
Color Space YCbCr
Key Length 256 bits
Chaotic Maps Logistic + Tent + Henon (Cascade)

3.  RESULTS AND DISCUSSIONS
Summary of Experimental Findings

Both experiments yielded NPCR values in excess of 99.5%, surpassing the widely accepted
threshold of 99.00% that is considered indicative of high sensitivity to plaintext changes. Table 2 shown the
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UACIT values of 30.59% and 34.72% for Experiments 1 and 2, respectively, indicate that the encrypted frames
differ substantially from their originals in terms of average pixel intensity, with Experiment 2 approaching the
theoretical optimum of approximately 33.46% more closely. Encrypted frame entropy reached approximately
7.74 bits per pixel in both cases, representing a marked increase over the original video entropy values of 7.40
and 7.24, and closely approaching the theoretical maximum of 8.0 bits. Computationally, Experiment 2
demonstrated improved efficiency over Experiment 1, achieving a higher throughput of 0.09 fps compared to
0.07 fps, despite processing a larger number of frames (359 versus 240). These results collectively demonstrate
that the implemented encryption scheme provides strong statistical security properties while exhibiting
measurable processing overhead.

Table 2. Summary of evaluation metrics across both experiments

Metric Experiment 1 (Tarot Card Video) Experiment 2 (Crowded City Video)
NPCR 99.5911% 99.7020%
UACI 30.5857% 34.7200%
Original Entropy 7.3953 bits/px 7.2383 bits/px
Encrypted Entropy 7.7433 bits/px 7.7441s/px

Data Presentation
Evaluation metrics

Table 3 presents the security evaluation metrics recorded for both experiments. NPCR and UACI
values were computed by performing pixel-level comparisons between original and encrypted frames across
the entire video sequence. Entropy values were calculated using Shannon's entropy formula applied to the 8-
bit pixel intensity distributions of the raw and encrypted frame sets.

Table 3. Security evaluation metrics for experiments 1 and 2

Metric Experiment 1 (Tarot Card Video) Experiment 2 (Crowded City Video) Ideal Threshold
NPCR 99.5911% 99.7020% >99.00% [45]
UACI 30.5857% 34.7200% ~33.46 [46]
Original Entropy 7.3953 bits/px 7.2383 bits/px -

Encrypted Entropy 7.7433 bits/px 7.7441 bits/px 8.0 (maximum)

Computational performance

Table 4 illustrated the computational performance metrics recorded during each experiment.
Encryption time was measured as the total wall-clock time required to encrypt all frames in the respective video
sequence. Average time per frame was derived by dividing total encryption time by frame count, and
throughput was expressed as the reciprocal of the per-frame processing time in seconds.

Table 4. Computational performance metrics for experiments 1 and 2

Metric Experiment 1 (Tarot Card Video) Experiment 2 (Crowded City Video)
Total Frames 240 359
Encryption Time 3,409.02 s 3,901.54 s
Avg. Time per Frame 14,204.27 ms 10,867.79 ms
Throughput 0.07 fps 0.09 fps
Result Analysis
Npcr analysis

Both experiments produced NPCR values substantially exceeding the 99.00% benchmark:
99.5911% in Experiment 1 and 99.7020% in Experiment 2. NPCR quantifies the proportion of pixels that differ
between the original and encrypted images following a single-bit change in the plaintext, and values
approaching 100% indicate that the cipher exhibits the avalanche effect, wherein minor alterations to the input
result in pervasive changes to the ciphertext. The marginally higher NPCR obtained in Experiment 2 (A =
+0.11 percentage points) suggests that the encryption configuration applied in that condition provides
marginally stronger diffusion properties. Both values are consistent with, and in several cases exceed, those
reported in comparable video encryption studies employing chaotic or transform-domain approaches (e.g.,
NPCR values of 99.4-99.8% are typical in the literature for image and video cryptosystems). These findings
confirm that the proposed scheme is highly sensitive to plaintext modifications, a critical requirement for
resistance against differential cryptanalysis.
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UACI analysis

The UACI values of 30.5857% and 34.7200% for Experiments 1 and 2, respectively, reflect the
average normalised intensity difference between corresponding pixels in the original and encrypted frames.
The theoretical optimum for an ideal cipher operating on 8-bit pixel data is approximately 33.46%. Experiment
2 achieved a value of 34.72%, which is in close agreement with the ideal, indicating that the cipher introduces
near-uniform intensity changes across the frame, a desirable property that implies strong resistance to statistical
attacks. The UACI recorded in Experiment 1 (30.59%) falls somewhat below the ideal, suggesting that the
distribution of intensity changes in that condition was less uniform, potentially due to differences in the input
video's pixel intensity distribution or the encryption parameters employed. This discrepancy warrants further
investigation to determine whether it is attributable to the source material characteristics or to systematic
differences in the encryption process between experiments.

Shanon entropy analysis

Shannon entropy provides a measure of the randomness or unpredictability of an information source.
For an ideal random source with 8-bit pixel depth, the maximum achievable entropy is 8.0 bits per pixel. Figure
3 shown the encrypted frame entropy values of 7.7433 (Experiment 1) and 7.7441 (Experiment 2) represent
substantial gains over the original video entropy values of 7.3953 and 7.2383 was shown in Figure 4,
respectively. The consistency of the encrypted entropy across both experiments (difference of less than 0.001
bits) indicates that the encryption process produces a highly stable and reproducible level of information
randomness, irrespective of the source video characteristics. While the encrypted entropy values do not reach
the theoretical maximum, the shortfall of approximately 0.26 bits is within a range commonly reported for
practical cryptosystems and is unlikely to confer any exploitable statistical advantage to an adversary. The
visual inspection of histogram distributions (Figures 3 and Figure 4) corroborates these findings, showing near-
uniform pixel intensity distributions post-encryption.

Original Frame Histogram Encrypted Frame Histogram
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Figure 2. Pixel intensity histogram distributions for original (left) and encrypted (right) frames of tarot card
video
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Figure 3. Pixel intensity histogram distributions for original (left) and encrypted (right) frames of crowded
city video

Computational performance analysis

Per-frame processing times of 14,204 ms and 10,868 ms yield throughputs of 0.07 and 0.09 fps are
far below real-time requirements. Dhingra and Dua [47] demonstrated that multi-threaded parallel confusion-
diffusion can achieve 24 fps encryption at 768x768 resolution, highlighting the potential of parallelisation.
Petrean et al. [48] similarly noted that computational efficiency must be balanced against security in practical
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video cipher design. The ~30% reduction in per-frame latency in Experiment 2 relative to Experiment 1 may
reflect lower frame complexity or differing resolution in the source material as shown in Figure 5 and Figure
6. These findings are characteristic of unoptimised research prototypes; hardware acceleration or algorithmic
simplification would be required for real-time deployment.

Original Frame Encrypted Frame

7 "'”" -

Figure 5. Difference between original video frame with the encrypted video frame (tarot card video)

Original Frame Encrypted Frame

Figure 6. Difference between original video frame with the encrypted video frame (crowded city video)

Interpretation of Security Metrics

The NPCR values of 99.59% and 99.70% obtained in Experiments 1 and 2 exceed the critical
threshold established by Zhang and Liu [49], confirming statistical resistance to differential attacks. This
demonstrates a strong avalanche effect, a property originally formalized by Claude Shannon, whereby minor
plaintext changes propagate unpredictably throughout the ciphertext. However, as noted by Alhakak, NPCR
and UACI alone cannot guarantee robustness against chosen-plaintext or adaptive attacks, indicating the
necessity of further cryptanalytic testing [50]. The UACI results (30.59% and 34.72%) show moderate
deviation from the theoretical optimum of 33.46% for 8-bit images. While Experiment 2 slightly exceeds the
ideal value, Experiment 1 falls below it, suggesting non-uniform intensity diffusion under certain input
conditions. This indicates that the confusion—diffusion structure may not fully decorrelate specific pixel
regions. Multi-round diffusion and inter-frame permutation strategies, similar to those proposed by Jiang et al.,
could improve consistency. Encrypted entropy values (~7.74 bits/pixel) demonstrate substantial improvement
over the original sequences (7.24—7.40 bits/pixel). Although marginally below the 8-bit theoretical maximum
described by Shannon, the stability of entropy across experiments suggests reliable ciphertext randomization
independent of plaintext characteristics. This indicates strong statistical randomness, though minor non-
uniformity remains compared to higher-dimensional chaotic models reported in recent literature.

Practical Implications and Optimisation Strategies

In its present form, the scheme is unsuitable for real-time applications such as live streaming or
video conferencing, which typically require 24—30 fps. However, it remains suitable for offline or batch
encryption scenarios where security outweighs latency, including archival protection, forensic video
preservation, and post-capture medical data security. Performance improvements should prioritize
parallelization. Multi-threaded CPU processing, as demonstrated by Bascones et al. [51], and GPU acceleration
have shown substantial gains in chaotic encryption systems. Hardware-based acceleration using FPGA
platforms, as explored by Guo and Wu [52], represents the most promising path toward real-time feasibility.
Additionally, selective encryption strategies and lightweight chaotic maps may provide balanced security-
performance trade-offs for constrained environments. Security evaluation should also be expanded to include
key sensitivity analysis, key-space evaluation, correlation coefficient testing, and resistance to chosen-plaintext
attacks, as recommended by Zhang and Liu [49] and Alhakak [50]. Broader validation across diverse
benchmark video datasets would further establish robustness and generalizability.

Comparative Analysis and Performance Evaluation

When compared with recent chaos-based encryption schemes, the proposed method demonstrates
competitive cryptographic strength alongside notable performance trade-offs. Table 5 summarizes the key
metrics across comparable studies. The cryptographic results are encouraging: NPCR values of 99.59-99.70%
align closely with established benchmarks, falling within the range of 99.6-99.8% reported across recent
studies, indicating strong resistance to differential attacks. However, entropy values of approximately 7.74
bits/pixel are lower than the 7.99 bits/pixel achieved by Alkhonaini et al. [53] and Benrhouma et al. [55],
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though competitive with Wang et al. [54]. This suggests marginally reduced uniformity in ciphertext
distribution compared to leading implementations. The most significant limitation is computational
performance. The software-only implementation achieved 0.07—0.09 fps, and notably, all comparable schemes
in the literature provide no throughput data, indicating this metric remains largely unreported in current chaos-
based video encryption research. This gap in performance reporting underscores the critical need to address
implementation efficiency; the current prototype is single-threaded and unoptimised, factors that significantly
impact throughput and represent the primary barrier to practical deployment.

Table 5. Comparative analysis of chaos-based video encryption schemes

Metric Proposed Alkhonaini et al. Wang et al. [54] Benrhouma et al. Elkamchouchi et al.
[53] [55] [56]
NPCR (%) 99.59 t0 99.70 99.6 99.6 99.6 99.8
Entropy (bits/pixel)  7.74 7.99 6.37 7.91 N/A
Throughput (fps) 0.07-0.09 N/A N/A N/A N/A
Implementation Software (single- ~ Software Software Software Software
threaded)

4. CONCLUSION

This study demonstrates that the chaos-based video encryption scheme achieves strong
cryptographic security with NPCR values of 99.59 to 99.70%, entropy of 7.74 bits/pixel, and UACI values
approaching the theoretical optimum, validating its resistance to differential attacks and confirming the
soundness of its underlying design. However, the scheme's practical utility remains constrained by software-
only throughput of 0.07-0.09 fps, which falls below the 24-30 fps threshold for real-time applications. This
performance limitation stems from implementation inefficiency rather than algorithmic weakness, suggesting
that hardware acceleration and parallel processing could bridge the gap to real-time deployment. While the
cryptographic strength is established, further analysis including key sensitivity testing, key-space evaluation,
and chosen-plaintext attack resistance is required before the scheme can be considered fully validated for
operational use.
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