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1. INTRODUCTION

Digital transformation in higher education has increased the use of academic information systems, e-
learning platforms, artificial intelligence, and cloud-based services [1], [2], [3]. Although these technologies
support more adaptive academic services, they also increase exposure to information security threats, including
hacking, phishing, data breaches, and social engineering [4], [5]. Universities are potential targets because they
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manage large volumes of academic and personal student data. Therefore, information security in higher
education should not rely only on technical safeguards but also on user awareness and secure behaviour [6],
[7], [8]. Information security does not depend solely on technological factors, but also on users' awareness of
the technology [9], [10], [11].

Many studies show that the human is the main cause of information security breaches and is
considered one of the weakest links in information security [12], [13], [14]. One way to address this threat is
to increase user awareness of the importance of information security in today’s digital era. Information Security
Awareness is a crucial aspect in ensuring information security in the digital era, reflecting individuals’ levels
of understanding, attitudes, and behaviors in facing various security threats [15]. Low levels of information
security awareness can certainly give rise to various risks and threats, such as data leaks and account misuse
[16], [17]. Previous studies have shown that human factors remain a critical weakness in information security,
making awareness measurement an important step in reducing user-related security risks [18], [19]. Students
are characterized by intensive technology use, but this is not always accompanied by adequate security
awareness. This underscores the importance of studying information security awareness in higher education,
especially among students.

Research on information security awareness in the current era of digital transformation is generally
conducted in higher education settings located in urban areas with adequate technological infrastructure [20],
[21], [22]. Limited attention has been given to universities located in geographically remote regions where
digital literacy levels, technology adoption, and access to information infrastructure may differ significantly.
In Indonesia, empirical evidence on students’ information security awareness in Eastern regions remains
scarce. Therefore, further investigation is needed to assess information security awareness among university
students in Eastern Indonesia using a structured measurement instrument such as the Human Aspects of
Information Security Questionnaire (HAIS-Q). The HAIS-Q has been widely adopted in various previous
studies due to its ability to evaluate user knowledge, attitudes, and behavior toward information security [23],
[24], [25], [26], [27]. Furthermore, most studies are conducted in urban contexts and technology-rich
environments with adequate digital infrastructure, which indicates that existing findings largely reflect
conditions in settings with relatively high levels of digital literacy and access to technology [15], [22], [24],
[25], [28], [29].

These studies primarily focus on institutions with relatively mature digital infrastructures. However,
in areas with special characteristics, such as Wamena, Jayawijaya Regency, Papua Mountains Province, which
is included in the 3T (frontier, outermost, and underdeveloped) category, there are certainly different
challenges, both in terms of limited infrastructure, technological access, and variations in the level of digital
literacy of its residents. These conditions can affect users’ understanding and behavior in maintaining
information security. Therefore, research on information awareness in Eastern Indonesia, such as Wamena, is
important to provide a more contextual picture and to address the limitations posed by research that has
predominantly studied urban areas.

The use of HAIS-Q in this study will provide empirical evidence on student information security
awareness in Eastern Indonesia. Different from previous studies that mainly report awareness scores
descriptively, this study further positions the awareness results as input indicators for soft computing-oriented
intervention mapping. The scores obtained from the knowledge, attitude, and behaviour dimensions, as well as
the HAIS-Q focus areas, are interpreted to identify priority areas for improving information security awareness.

2. METHOD

The research flow consisted of six main stages: problem identification, literature review, instrument
adaptation, questionnaire development, data collection, and awareness level analysis, as shown in Figure 1.
These stages were designed to ensure that the HAIS-Q-based instrument, data collection process, and
descriptive analysis were conducted systematically.

Problem Literature Instrumen Questionnaire Data (UEICIIEES
. . . 1 . Level
Identification Review Adaptation Development Collection Analysis

Figure 1. Research methodology
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Research Design and Sample

This study used a quantitative survey-based approach to measure information security awareness
among university students, as this approach is commonly used to obtain empirical awareness profiles from
questionnaire-based data [7], [21], [30]. The population in this study was students at Universitas Amal Ilmiah
Yapis Wamena. The sample consisted of 100 students who voluntarily completed the online questionnaire. A
convenience sampling technique was used because it allows researchers to collect data from respondents who
are accessible and willing to participate, particularly in field-based survey conditions. This approach was
selected to obtain a numerical overview of students’ awareness based on their responses to the adapted HAIS-
Q instrument.

Research Instrument

The instrument was adapted from the HAIS-Q, which measures information security awareness
through three dimensions: knowledge, attitude, and behaviour [23], [24], [26]. This study used a simplified
version of the HAIS-Q to improve clarity and relevance to the student context while maintaining its core
conceptual structure. Five focus areas were included: password management, email security, internet usage,
social media usage, and mobile device security, as shown in Figure 2. Each focus area consisted of six
statements, comprising two knowledge items, two attitude items, and two behaviour items, resulting in 30
questionnaire items. All items were measured using a five-point Likert scale ranging from strongly disagree
(1) to strongly agree (5).

Information Security Awareness with Adapted HAIS-Q

Knowledge Attitude Behavior

5 Focus Areas

Mobile
Device
Security

Password Intemet Social Media
Management Usage Usage

Figure 2. Adapted conceptual HAIS-Q framework

Data Collection Procedure

Data collection was conducted using Google Forms. The questionnaire was distributed to students via
social media platforms such as WhatsApp. In this study, respondents were asked to complete the questionnaire
voluntarily. Before completing the questionnaire, they were given a brief explanation of the research objectives
and assured that the collected data would be anonymous and used solely for academic purposes. This was done
to increase respondents’ trust in the questionnaire and encourage more honest responses.

Data Analysis

The collected data were analyzed using descriptive statistics. Validity testing was conducted using
item-total correlation, while reliability was assessed using Cronbach’s Alpha. After the instrument was
considered valid and reliable, mean scores were calculated for the knowledge, attitude, and behaviour
dimensions and for each HAIS-Q focus area. Awareness scores were then converted into three categories: poor
(0-59), average (60—79), and good (80-100) [15]. This analysis aimed to provide a clearer picture of
respondents’ overall awareness.

Soft Computing-Oriented Awareness Mapping

The descriptive awareness results were further interpreted using a soft computing-oriented rule-based
perspective to map intervention priorities. The knowledge, attitude, and behaviour dimensions, the five HAIS-
Q focus areas, and the awareness level categories were treated as input indicators. Intervention priorities were
determined by identifying the lowest KAB dimension, the lowest focus area, and the proportion of respondents
in each awareness category. Conceptually, the mapping represents awareness indicators as linguistic categories
such as low, moderate, and high, which are then linked to intervention priorities. Although this study does not
implement a complete fuzzy inference or predictive model, this interpretation provides an initial basis for future
fuzzy logic, clustering, classification, or recommendation-based awareness models.
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3.  RESULTS AND DISCUSSIONS
Respondent Characteristics

This study involved 100 students from UNAIM Yapis Wamena who completed the questionnaire.
Respondent characteristics were analysed by gender, academic year, internet usage, and experience with digital
security training. This analysis was conducted to provide an initial overview of the respondents' conditions,
representing students in Eastern Indonesia. The results of the analysis of these respondent characteristics are
shown in Table 1.

Table 1. Respondent characteristics

Characteristics Category Frequency Percentage (%)
Gender Male 62 62%
Female 38 38%
Year of Enrollment <2022 20 20%
2022 11 11%
2023 25 25%
2024 20 20%
2025 24 24%
Internet Usage <2 hours 16 16%
2-4 hours 28 28%
5-7 hours 22 22%
> 7 hours 34 34%
Security Training Ever attended 16 16%
Never attended 84 84%

Table 1 shows that most respondents were male (62%), while the largest enrollment group came from
the 2023 cohort (25%). Most respondents used the internet for more than seven hours per day (34%), but 84%
had never attended digital security training. This indicates a potential gap between intensive technology use
and formal exposure to information security training.

Reliability and Validity Test
Based on the test results, a Cronbach's Alpha reliability value of 0.963 was obtained for 30 statement
items, as seen in Table 2.
Table 2. Reliability test result
Variable Cronbach’s Alpha  Number of Items
Information Security Awareness 0.963 30

This value indicates that the instrument has a very high level of reliability. This indicates that all items
in the questionnaire have good consistency in measuring respondents' information security awareness, making
it suitable for further analysis. Furthermore, the validity test was conducted by comparing each item's
correlation value with the r-table value, as shown in Table 3. Based on the number of respondents (100), the r-
table value was 0.197. The test results showed that all items had correlation values higher than the r-table, with
a range of 0.417 to 0.838, as shown in Table 3. These results indicate that all items in the questionnaire are
valid and can be used for further analysis, namely, information security awareness.

Table 3. Validity test summary
Indicator Minimum r-value Maximum r-value r-table Result
All Items (P1-P30) 0.417 0.838 0.197 Valid

Information Security Awareness Analysis by K-A-B Dimension

The analysis of information security awareness was conducted across three main dimensions:
knowledge, attitude, and behaviour. The calculation results for each dimension are presented in Figure 3. Based
on the results in Figure 3, the attitude dimension has the highest score of 81.44, followed by knowledge at
80.10, and behaviour at 75.04. From these results, all three dimensions show a relatively high level of
awareness, with scores ranging from 0 to 100. However, there is a significant difference between the attitude
and behaviour dimensions, indicating that a positive attitude towards information security has not been fully
reflected in daily behaviour. This finding indicates that respondents tend to have a good level of knowledge
and attitude, but this has not been fully reflected in consistent behaviour to maintain information security. This
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difference indicates a gap between understanding and implementation in daily practice, so more targeted efforts
are needed to encourage changes in behaviour towards awareness of information security, rather than simply
increasing knowledge and attitudes.

Information Security Awareness Score by K-A-B Dimension

84
82
80

70
Knowledge Attitude Behavior

m Dimension 80,1 81,44 75,04

Figure 3. Information security awareness score by K-A-B dimension

Information Security Awareness Analysis by Focus Area

In addition to the dimensions, analysis was also conducted on the five main areas of the HAIS-Q:
password management, email security, internet usage, social media usage, and mobile device security. The
measurement results for each area are presented as a profile, as shown in Figure 4.

Password Management
4,20

410
4.00

Mobile Device Security Email Security

Social Media Usage Internet Usage

Figure 4. Information security awareness profile by 5-focus area

Based on Figure 4, all areas show average values in the high category. Mobile device security has the
highest average value of 4,077, followed by internet usage at 4,032 and social media usage at 3,983.
Meanwhile, password management has a value of 3,867, and email security has the lowest value at 3,757. The
pattern shown in Figure 4 indicates that students' information security awareness is uneven across all HAIS-Q
aspects. A low score on email security indicates potential vulnerabilities, particularly against threats such as
phishing and social engineering-based emails. Conversely, a high score on mobile device security indicates
that students are more aware of and apply security practices when using their mobile devices. The high intensity
of mobile device use in daily activities likely influences this. These findings indicate that students in Eastern
Indonesia generally have a high level of awareness. However, there are still certain areas that require more
attention, especially those related to digital communication security.

Information security awareness levels were also analysed by classifying respondents into three
categories: poor, average, and good, based on scores converted to a scale of 0-100. The distribution of
respondents' awareness levels is presented in Figure 5. Based on the results in Figure 5, the majority of
respondents are in the good category, at 60%. Meanwhile, 33% of respondents are in the average category, and
another 7% are in the poor category. These findings indicate that although the majority of students have a good
level of information security awareness, a significant proportion falls into the average category. Furthermore,
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the presence of respondents in the poor category indicates a potentially highly vulnerable group to information
security risks. For students in Eastern Indonesia, these results indicate that information security awareness is
not yet fully distributed. Therefore, more targeted improvement efforts are needed, particularly to encourage a
shift from the average to the good category and reduce the number of groups with low levels of awareness.

Distribution of Information Security Awareness Levels

7

Average

Levels

Paor

0 20 40 60 80 100
Percentage (%)

Figure 5. Distribution of levels

Soft Computing-Oriented Interpretation of Awareness Results

The awareness results were further interpreted using a soft computing-oriented perspective to identify
intervention priorities. As summarized in Table 4, the lowest score in the behaviour dimension indicates a gap
between students’ knowledge and attitudes and their actual security practices, suggesting a high priority for
behaviour-oriented awareness programs. Similarly, email security obtained the lowest score among the HAIS-
Q focus areas, indicating the need for targeted interventions related to phishing awareness, suspicious links,
social engineering, and secure email usage.

Table 4. Soft computing-oriented intervention mapping based on HAIS-Q results

Finding Soft Computing-Oriented Interpretation Intervention Priority
Behaviour obtained the lowest An awareness-practice gap exists because positive knowledge and High
KAB score attitude are not fully reflected in daily security behaviour
Email security obtained the Students may be more vulnerable to phishing, suspicious links, unsafe High
lowest focus area score attachments, and social engineering-based email attacks
33% of respondents were in the  Students need reinforcement programs to improve consistency in Medium
average category applying secure practices
7% of respondents were in the  Students need intensive, practical, and targeted awareness training High
poor category
Mobile device security obtained ~ Awareness in this area is relatively established and can be maintained Low
the highest score through periodic reminders

The distribution of awareness levels also provides useful input for intervention mapping. Students in
the average and poor categories represent priority groups for reinforcement and intensive awareness programs,
whereas students in the good category mainly require maintenance activities. In contrast, the relatively high
score for mobile device security suggests that awareness in this area is already well established. Overall, the
intervention mapping presented in Table 4 highlights three main priorities: improving security behaviour,
strengthening email security awareness, and focusing awareness programs on students with average and poor
awareness levels. These findings demonstrate how HAIS-Q-based descriptive results can be extended into a
soft computing-oriented decision-support perspective and provide a foundation for future fuzzy rule-based or
machine learning-based awareness models.

Discussion

The results of this study indicate that students' information security awareness is generally in the good
category, across the dimensions of knowledge, attitude, and behaviour. However, several important patterns
emerged that warrant further attention. The first finding is a clear gap between the attitude and behaviour
dimensions. Although respondents expressed a positive attitude toward the importance of information security,
this attitude did not fully translate into their actual behaviour. This finding indicates that understanding and
awareness do not automatically lead to the implementation of information security awareness practices in their
daily lives. Students tend to know and agree with information security principles, but do not consistently apply
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them. This phenomenon aligns with the idea that increased knowledge does not always translate into
behavioural change, particularly in the context of information security, which is heavily influenced by
individual habits.

The second finding, analysis based on focus areas, shows that awareness levels are uneven across all
aspects. This is evident in the focus areas of mobile device security and internet usage, which scored higher
than other areas, while email security scored lowest across several other aspects. This situation indicates that
students are more familiar with security practices on devices frequently used in daily activities, such as
smartphones, but pay less attention to the security aspects of email-based communications. Yet, email is a key
vulnerability in frequent information security attacks, such as phishing and social engineering. Low awareness
in this area is a potential weak point that irresponsible parties could exploit.

The third finding, the distribution of awareness levels, shows that although the majority of respondents
fall into the good category, significant proportions are in the average and poor categories. This indicates that
information security awareness levels are not evenly distributed across the student population. The presence of
groups with lower levels of awareness indicates potential vulnerabilities that cannot be ignored, especially in
an academic environment that is increasingly dependent on digital systems and technology. For students in
Eastern Indonesia, this finding becomes even more relevant. The high intensity of digital technology use,
unbalanced by an equitable understanding and practice of information security, can increase the risk of various
cyber threats.

From a soft computing perspective, the HAIS-Q results can be used as decision-support indicators for
identifying intervention priorities. The lower behaviour score indicates a need for behaviour-focused programs,
while the lower email security score highlights a priority area for improvement. Although no Al or machine
learning model was implemented, these findings provide a foundation for future fuzzy logic, clustering,
classification, or recommendation-based approaches to support more adaptive information security awareness
programs. Furthermore, limited access to formal training or education related to information security may also
be a contributing factor. The implications of this research confirm that efforts to increase information security
awareness should not focus solely on improving knowledge and attitudes, but also on actual behavioural
changes in each individual. Education and training programs need to be designed in a more practical, context-
specific manner, emphasising hands-on practice and relevant threat simulations, particularly in areas of
weakness, such as email security. Furthermore, a more targeted approach is needed to reach student groups
with average and poor levels of awareness, thus creating a more equitable level of awareness among students.

4. CONCLUSION

This study shows that information security awareness among students in Eastern Indonesia is
generally in the good category. The attitude dimension achieved the highest score (81.44), followed by
knowledge (80.10), while behaviour recorded the lowest score (75.04), indicating an awareness-practice gap.
Across HAIS-Q focus areas, mobile device security obtained the highest score, whereas email security scored
the lowest, highlighting the need for greater attention to phishing and social engineering threats. Overall, 60%
of respondents were in the good category, 33% in the average category, and 7% in the poor category. From a
soft computing-oriented perspective, behaviour weaknesses, low email security awareness, and the presence
of'average and poor awareness groups can serve as indicators for intervention priorities. These findings provide
empirical evidence of information security awareness in Eastern Indonesia and offer a foundation for future
fuzzy logic, clustering, classification, or machine learning-based awareness models.
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